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Abstract

A recent news item indicated that the US Government had been planning
a website that would enable people to place bets on the likelihood of
terrorist events. It was hoped that a study of market trends would enable
intelligence agencies to anticipate and prevent such events.

The idea was mooted by Admiral John Poindexter, head of the Total
Information Awareness Program and bears some resemblance to a
scheme mooted by Jim Bell. Bell, an MIT graduate had proposed a
scheme which uses cryptography and the Internet in order to eliminate
corrupt public officials. His scheme rewards those who correctly predict
the date of death of such officials. However, the identities of the
successful predictors were to be kept secret by using public key
encryption methods. Bell claims that his scheme, if universally adopted,
would lead to the elimination of government itself. Society would
regulate itself by the threat of assassination of those acting inimical to
its interests. No other regulatory mechanism, he claims, would be
required.

This paper attempts to understand Jim Bell’s concept which requires
some knowledge of cryptology. It briefly discusses some concepts in
cryptology and electronic banking which are essential to the working
of the scheme. It also discusses the lowa Electronic Markets which
have been fairly successful in predicting US Presidential elections. It
uses an approach similar to that proposed by Admiral Poindexter’s
group. The paper analyses the practicality of both Bell’s and
Poindexter’s schemes.

- % —

I ntroduction

Inlate July 2003, the US mediawasrocked by newsthat the Pentagon was
planning to open awebsite that would enable investors to place bets on the
probability that aparticular event — aterrorist attack or assassination— would
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take place.! The programme, called the FuturesMarket Applied to Prediction
(FutureMAP), was part of the Total Information Awareness Program and was
coordinated by the Defence Advanced Research ProjectsAgency (DARPA).
Thekey figureinthe planwasretired Admira John Poindexter, aprominent actor
inthelran-Contrascanda that bedevilled the Reagan administration. Itspurported
aimwas*“to explore new waysto help analysts predict and thereby prevent the
use of futuresmarket mechanisms.”?

Theterrorism futuresmarket bearsacertain resemblanceto aschemecalled
‘ Assassnation Palitics, propounded by Jm Bdll, adisgruntled American cyberpunk
andMIT graduate.®* Jim Bell hasused theideasof cryptography and e-banking to
develop a concept he calls ‘Assassination Politics' or ‘DigitaLiberty’. He
conceivesof an organisation that would assist in eiminating corrupt officialsand
oppressive paliticiansthrough asystem of rewarding thosewho correctly predict
thedateonwhichaparticular officid or leader will die. Theidentitiesof thesuccessful
predictorswould be kept secret using encryption. Bell believed that the successful
implementation of hissystemwould result in theeventua abolition of al formsof
state control and evenwar.

Interestingly, Jm Bell wasimprisonedin 1997 for threatening aUSfederal
agent following the publication of hisscheme. This, coupled with hisrefusal to
pay tax demandshe congdersillegd, brought down on himthewrath of thelnterna
Revenue Service (theAmerican equivalent of the Income Tax Department).* The
gpparent co-option of hisschemeby the Pentagon therefore deservescloser scrutiny.

TheBasicsof Cryptology

Codes, Ciphersand Frequency Analysis

In order to understand Bell’ssystem, wedigressalittleinto cryptology —
“the science of rendering signals secure and extracting information from them.”®
Thiscomprises both cryptography — “ rendering information unintelligibleto
outsidersby varioustransformationsof the alphabet”, and cryptanalysis— the
method of breaking down or extracting the message from theintercepted signal .

Technicdly, substitution at theword level isknown asencoding.” Thus, if we
replace’l amhere’ by ‘123, wherelrepresents‘l’, 2 represents‘am’ and 3
represents’ here’, we would have encoded the message. Substitution at |etter
level is enciphering. This can be done by transposition, where the letters
constituting the message are re-arranged, thus forming an anagram or by
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substitution in which each letter of the al phabet isreplaced by another according
to acertain pattern.® If we replaced each letter of a message by another in a
certain pattern, we would have encipheredit. Many encryption schemesusea
combination of transposition and substitution incorporated in aspecific pattern,
controlled by akey.®

Encoding messagesrequiresacode-book, which containsan equivalent for
every possibleword that could be used.’ It would therefore be afairly hefty
tome. Every personin thetransmission-reception chain would need acopy. The
lossor capture of acode-book would be catastrophic and preparing and distributing
areplacement would beanightmare. Around the 16" century, codesweretherefore
replaced by ciphers. Ciphersneedto cater only for thelimited number of lettersin
the aphabet, instead of for theentirelexicon of words.**

Around the 8" century, theArabsdiscovered that someletters of the al phabet
occur more often than othersin any message.’2 They a so found that thefrequency
of theoccurrence of theselettersisindependent of themessage, provideditislong
enough. In English, theletter ‘E’ occursmost often, followed by ‘' T" and‘I’. the
Arabswere possibly thefirst to use frequency analysisto decipher messages,
without knowing the‘key’.

Mono and Poly-Alphabetic Ciphers

The simplest form of substitution ciphersare called Caesar ciphers after
Julius Caesar whoisbelieved to have used them.® Theseinvolvereplacing each
|etter in the message by another afixed number of placesaway in the al phabet
(called a Caesar shift). If ‘@, ‘b’ and ‘c’ were replaced by ‘d’, ‘€ and ‘f’
respectively, wewould be using aCaesar shift of three. The English al phabet
permits Caesar shifts of up to 25. The alphabet re-arranged according to the
Caesar shift iscalled the cipher a phabet. However, we need not stick to Simple
Caesar shifting. We could a so rearrangethe | etters of the alphabet randomly to
form different cipher a phabets. Thiswould giveriseto an enormous number of
permutations making deci phering much moredifficult.

Simple and even random substitution ciphers are however vulnerable to
frequency analysis. Thisledto thedevel opment of poly-d phabetic ciphers.* Here,
each |etter of the messageisenciphered using adifferent cipher d phabet.®® Thisis
determined by thekeyword chosen. Depending onitslocationinthe messageand
thelength of thekeyword, the sameletter could be enciphered differently. This
form of encryption, known as poly-al phabetic encryption, isimmuneto normal
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frequency anadlyss. Whiletheenci phering techniquemight becommon knowledge,
how the process works depends on the keyword.

Thelmportanceof theKeyword

The 16" century de Vigenere cipher was poly-a phabetic. Thismeant that the
cipher changed with every letter of the message. The pattern wasdecided by the
keyword. Keeping the keyword secret therefore became the cryptographic
problem. It had to be agreed beforehand by both parties. The keyword decides
which particular cipher aphabet of the deVigenere Tablewill be used to encrypt
each | etter. The encrypted messagethus containsasmany cipher a phabetsasthe
number of non-repeating lettersin the keyword. Thelonger the keyword, the
more secure the cipher. The receiver uses the keyword again to decipher the
message. ThedeVigenere cipher was considered to be practically unbreakable
for the next four hundred yearssinceit wasinvulnerableto simplefrequency
anaysis.®® When it was eventually broken by Charles Babbage and Friedrich
Kasiski inthe 19" century, deci phering was made possible because of redtrictions
imposed by the keyword selected.'” One possible solution was not to use
meaningful words as keywords. Another wasto use keywords aslong asthe
messageitsalf. However, therestill remained the problem of informing thereceiver
what the keyword was.

Many different approaches were used to provide strong encryption. The
German Enigmaenci phering machine designed by Arthur Scherbiusand patented
in 1918, used poly-a phabetic ciphering. The Enigmaused three scramblers, which
meant that every | etter went through three stages of substitution. Interchanging the
scramblersfurther increased the number of possible scrambler arrangements. It
aso had aplugboard, which interchanged six pairsof |etters(transposition).’® The
total number of arrangements possible on the Enigmawasastaggering tenmillion
billion (10%).%° Despiteal itsfeatures, the Enigmaencipherment waseventua ly
broken becauseit used akey for setting the scrambler positions.

SolvingtheK ey Distribution Problem: The Advent of PublicK ey
Cryptography

Themain problem the sender and receiver had wasthat of agreeing on akey.
If thekey wereintercepted, the message could beread. The problem of how to

agree on acommon key, without an eavesdropper being abletointercept thekey,
isknown asthe key distribution problem.?
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In 1976, Whitfield Diffieand Martin Hellman of Stanford University, proposed
asolutiontothekey distribution probleminvolving theuse of one-way mathematica
functions. When anumber isinput, these functions produce a unique output.
However, the processisnot reversible. Two persons, A and B, usea one-way
function of theform y* (modp).% They agreeon valuesfor y and p over an open
line, but choosevaluesfor x that they keep secret. Both now insert their valuesfor
x into theone-way function and exchangetheir results. Thesevauesareinserted
inplaceof y inthe one-way function and theresult again cal culated. Theresults
areidentical. Thisbecomesthekey and it can be used to operate asymmetrical
cipher. A and B havetherefore managed to agree, without meeting, onacommon
key which they can use for enciphering and deciphering messages. To take a
simple example, an eavesdropper would know that A and B have agreed to use
thevaluesy=7 and p=11, inthefunction y* (modp), but would be unableto work
out their respectivevauesof x. Thevaluesof y and p actudly used arevery large,
thusmaking lifemoredifficult for any eavesdropper.

AsymmetricKeys

Thusfar, al keyshad been symmetric — the same key being used for both
enci phering and deciphering. Whitfield Diffiethereforevisuadised asystemwhich
would use an asymmetric key. One key, widely publicised, would be used for
enciphering and another key, solely in the possession of therecelver, would be
used to decipher the message. However, Diffie did not have an example of a
function that could work inthemanner heenvisaged. Theproblemwassolvedin
1977 by Rivest, Shamir and Adelman, who evolved what isnow called theRSA
gystem, after their initias.

PublicKey Cryptography — the RSA System

Rivest, Shamir and Adelman used aone-way function. One-way functions
arenon-reversible. Just by knowing the function used and the output obtained,
one cannot work backwardsto obtain theinput. Rivest and hiscolleaguesused a
one-way function based on modular arithmetic. Themessageisdigitised and put
into thefunction which generatesanother number caledtheciphertext. Thesystem
essentially usesthefact that it isexceedingly difficult to factor the product (N) of
two very large primes. N iscalled the public key.?? To send amessagetoA, B
insertsher public key and the messageinto the one-way function and sendsthe
resulttoA. Merely knowing A's public key isnot enough for anyoneto decipher
themessage. Healso requiresA’sprivate key. The private key isrelated to the
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primesthat A multipliestogether to obtainthe public key. However, itisdifficult to
factoriseavery large number into thetwo large primesthat areitsfactors. If the
prime numbersused are of the order of 10%, the number N would be of the order
of 10™, Factorising such anumber could takeal GHz Pentiumwith 128 M B of
RAM several months. Actually, thevaluesof N used inimportant transactions
tend to be much higher.

Hash Functionsand Digital Signatures

Digital sgnatureswereoriginaly suggested by Diffieand Hellmanasamethod
of verifying that amessage had not been tampered with and that it had indeed
been sent by the purported author.” These are generated using hash functions. A
hash function H takesthe message m and transformsit into asequence of fixed
length, whatever the size of the original message. Thisiscalled thehashvalueh
(i.e.,, h=H(m)). Reversing the process should not yield the message m or its
length. Hash functionsemployedin cryptography areusudly chosentobecollison-
free, i.e., notwo messageswill result inthe same hash value. Further, neither the
message nor itslength can be extracted from the hash value. A first encryptsa
message using B’spublic key and sendsit to him. B useshisprivate key toread
themessage. In order to generateadigital signature, A inputsher messageintoa
hash function. Shethen encryptstheresulting hash value using her privatekey and
sendstheresult to B separately. B extractsthe hash valueusing A'spublic key. He
then appliesA’shash functionto theorigind message. If theresulting hashvaueis
the same, it provesthat the message has not been tampered with and that it was
genuingly originated by A.

Privacy and e-Banking

Digital Cash

Personal privacy isnow amajor public concern. Increased computerisation
hasresulted in credit card companies and banks creating huge databases on
customer preferences and spending patterns. Despite assertionsto the contrary,
thisinformationisoften sold to other commercial interestsand can aso belinked
tovirtually build upadosser onany particular individual. Thisinformation canbe
misused by variousagencies, including thegovernment.

Increased computerisation has resulted in the devel opment of digital cash.
These are essentially numbers which represent a certain sum of money. A
bank would sign (superimpose) aparticular seriesof noteswithitsdigital sgnature
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(private key).?* All notes signed with this particular key would have acertain
vaue. These bank notes could be authenticated using the bank’s public key. Thus,
if A wishesto withdraw adollar from her bank, shefirst generates arandom
number, Signsit with her privatekey and sendsit to the bank. Thebank verifiesher
signaturewiththe public key shehasearlier agreed for transactionswith the bank.
It then removesher sgnature, sgnsthenumber withitsown privatekey, certifying
that itisworth onedollar and returnsthe now vaid note after debiting her account
by onedollar. Thisnote can now be used by A to pay for goodsin B’sshop. B can
verify the note by checking the bank’sdigital signature. Hethen sendsthenoteto
thebank. Thebank verifiesitsown signature and the note number and notesthat
it hasbeen spent by A. It then credits B’ saccount with onedollar, s multaneoudy
debiting A’saccount by the same amount. The note cannot now be double-spent.
However, the system described does not have privacy sincetheelectronic notes
can betracked.

Blind Signaturesand Digital Pseudonyms

In apaper published in the Scientific American in August 1992, David
Chaum and his colleagues outlined aschemeto prevent such digital cash being
traced. They devel oped asystem they called * blind signatures . When sendinga
noteto the bank, itsnumber ismultiplied by arandom factor. The bank therefore
does not know itsnumber. It only knowsthat A has sent it. Once the bank has
signed and returned it, A removes the blinding factor. Since the bank has no
knowledge of the actual note number, transactions cannot belinked. The notes
cannot betraced sincethe blinding factor isunknown.

Inthe samearticle, David Chaum al so described aconcept called a“ digital
pseudonym’ whichwould ensure privacy whileat thesametime-enabling aperson’s
identity to bevalidated. A person could choosedifferent digital pseudonymsfor
every organisation that he/she does businesswith. Thiswould be doneby using
‘dectronic representatives’ and ‘ e ectronic observers .

Andectronic representativewould resde on asmart card with akeypad and
display. It would control al electronic transactionsthat itsowner makes, al data
input and generate the private and public keysrequired for atransaction. This
would ensuretota privacy and untraceability of transactions.

‘Electronic observers would prevent double-spending of digital banknotes
and protect theinterests of banks. The observer would reside on the smart card
along with the el ectroni c representative and monitor itsbehaviour. Observer and
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representative would be programmed not to trust each other. In order to protect
itsowner’sinterests, therepresentativewould bein overall control and ensurethat
unauthorised transactions are not carried out. Observerswould be validated by
vdidatingauthorities. Thesewould dso authenticatethe variousdigital pseudonyms
that aperson requiresfor transactionswith different agencies. Thevaidating process
would assure any agency transacting business that agenuine person existsbehind
thedigita pseudonym.

Assassination Politicsor Digital iberty

An Americananarchist named Jm Bell hasintegrated all theseaspects, intoa
system for theelimination of corrupt Government officias.?’ imBel isanMIT
graduate, presently serving atermin prisonfor threateningaUSfederd agent. His
original grouse seemsto have been that hewasunfairly taxed. Hisscheme, which
he calls Digitaliberty, has been published on the Internet under the title
“ Assass nation Politics’ .28 The effectiveness of Jm Bell’sschemehingeson the
concept of digital cash and digital pseudonyms, asenvisaged by David Chaum
and on securing persond anonymity through theuseof Public Key Cryptography
(PKC). It envisagesan organisation which would act asacombination of bulletin
board, mail forwarder and | ottery manager. It would maintainalist of particularly
didiked public officialsand separate accountsfor each person. The organisation
would also display detailsof themoney that it hasreceived as contributionsfrom
the publicineach account. Thisamount would be paidto the personwho successfully
predictsthedate of that individua’ sdeath.

Anindividua would send to thisagency, an encrypted envel ope containing
somedigita cash encrypted with the organisation’s public key. Insdethisenvelope
would be another, containing his prediction for the date on which aparticular
officia would die. The second envelopeisencrypted using the person’sprivate
key and hence cannot be opened. The organi sation would open thefirst envelope
withitsprivate key and discover thedigital cash. It would not, however, beableto
open the second envel ope without the public key which the predictor retains. It
thusdoes not know whose death has been predi cted and when. People aggrieved
by anindividual could also send the organisation somedigital cashtobepaidto
the personwho correctly predictsthat individual’sdeath. Whenthe predictionis
proved right, the predictor winsthe reward which has been posted, for anyone
who correctly predictsthe death of that individual. Bell suggested that the use of
(PKC) and digital pseudonymswould ensure absol ute anonymity. Thiswould
prevent peoplebeing targeted for crimind activity by government agencieslikethe
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FBI. Inany case, noonewould becarrying out any illegd activity because people
would merely be predicting the dates on which some particular individuaswould
die. No onewould beincited to carry out akilling. The reward would be due
whether the person died anatura or unnatura death.

Preventing FrivolousPredictions

In Bell’ssystem, the name of the official and the date of his predicted death
are both encrypted using PKC and cannot be read. The prediction would be
posted onthebulletinboard. In order to ensurethat frivolous predictionsare not
sent in, individua swould a so haveto enclose somedigital money. Thismoney
would be added to the amount sent in by all those who have al so predicted or
wishthedesath of that particular individual. Therewould be nothing toindicatethe
identity of the person sending the prediction. The amounts contributed for the
death of aparticular person would be publicly posted on the bulletin board.

Protecting | dentity

If the prediction comestrue, the person who has correctly anticipated the
death of the particular individua would send the organi sation the key to decode
hisprediction. The organi sation would open hisenvel ope and discover thename
and date of death correctly predicted. Theindividua would al so send another
public key which the organi sation would use to encrypt thereward. The public
key would be posted to enable anyone el se, who wishesto do so, to send money
tothesuccesstul predictor. Theuseof PKC, digitd pseudonymsand blind signatures
would ensurethe anonymity of the successful predictor. Further, no onewould
know what role, if any, he had played in thedemise of theindividual. Evenif it
wished to, the organi sation could not assi st any authority which wishedto trace
thesuccessful predictor. Eventhedigital cashwould not betraceabletoitssource.

Thisisthe essence of Jim Bell’ssystem. He summarisesits advantages as
follows: The prediction can bemadeintota anonymity. Sincethepredictionitsalf
isencrypted and revealed only on the death of the‘target’, thetarget cannot be
warned. The predictor need not reveal hisprediction, unlesshe choosesto. He
need not claim thereward either. He can transfer it to anyoneelsesinceit can be
blinded. The organisation, too, does not know the contents of any prediction and
therefore cannot beheldliablefor any crimind activity. However, for thesystemto
work, apotentia predictor would & so haveto be convinced that themoney posted
would actually be paid for asuccessful prediction.

Cryptology, Digital Assassination and the Terrorism Futures Markets 227



How It Works

Assumethat acitizenisupset withagovernment officia or politicianwhois
corrupt or violateshisrights. Hemailstheindividua’snameand hispredicted date
of death to the organi sation along with any amount of money that he considers
appropriate. If even 1 per cent of the population of Indiawerewilling to contribute
Rs 1/- towardsthereward, the amount collected would total Rsonecrore. The
successful predictor could collect hismoney knowing that hisidentity issafeand
not dependent on the benevolence of the organisation. The money hereceives
would also be untraceableto its source.”

Governments could target the organisation for promoting criminal activity.
However, Bell arguesthat the organi sation could not be charged with criminal
activity becauseitismerely forwarding mail. It also could not be charged with
being an accessory after thefact since it would not know what informationis
contained inthe encrypted digital envelopes. It would not itself beengagedinany
criminal activity. There would be no conspiracy because there are no co-
congpirators. All participantswoul d beanonymous. Thepredictionsarethemsalves
encrypted and the name of thetarget unknown. However, oneinterpretation of
thelaw suggeststhat the organi sation could be considered to be acting criminaly
in‘ endeavouring to persuade’ peopleto murder. However, Bell suggeststhat the
organisationwould, infact, becomegloba and therefore, difficult to target under
national laws. It would then bear comparisonwithinternationd terrorist networks.
Further, the merefact that no lawsnow exist to combat such organi sations does
not mean that thiswill awaysbethe case. Itismorethan likely that specificlaws
would be drafted to target any group planning to enter this‘ niche’ business.

Revolutionising Society

Bell suggeststhat theimplementation of his schemewould revolutionise
society.®* Hegoes so far asto suggest that even the police and military could be
abolished. Leadersof bellicose states could be removed without the dangers of
war. No leader would beimmune.

Inmost cases, itisthegenera populationwhich hasthemost tolosefromwar.
Theavailability of such asystemwould ensurethat countriesare not pushed into
unpopular wars. Bell fed sthat thiswould result in ade-bdllicisation of internationa
politicsand even removethe need for largearmies. He suggeststhat why thishas
not happened so far isbecauseit hasbeen | eft to theleadersthemselves. Earlier, a
deed could be done but the doer could not be rewarded without fear of discovery.
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The perpetrator could betraced and punished by the police. The beauty of his
systemisthat successful predictorscould berewarded without any risk of discovery.
Therandom nature of thewhol e process ensuresadisconnect between predictor
and target.

Such asystem would also ensure that no judges or prosecutors would be
willingtotakeup any case on behdf of an unpopular government sincethey could
asobetargeted. Any dishonest organisation (onewhichfailedto pay thepromised
reward for asuccessful prediction) which goesinto thisbusinesscould itself be
targeted or forced out of the market by asimilar, but more honest organisation.
Theethicsof themarketplace!

Self-Regulated Policing

Bell dso suggeststhat crimeitsalf would reduce. According to him, thepolice
aregenerally unableto prevent serious crime and prefer totarget * victimless
crimeslikepornography, prostitution or gambling. However, thecost of maintaining
apoliceforceisenormous. He suggeststhat a self-regulating system could be
crested for afraction of thiscost. Hefed sthat peoplewould bewilling to contribute
asmall sumin order to predict the death of amalefactor, say acar thief. Even
insurance companieswould bewilling to reward successful predictors, inorder to
reducelosses caused by payoutsfor car theft claims. Thiswould result in car theft
becoming arisky proposition.

Competition from Criminal Organisations

Theother fear isof criminalsusing smilar methodsto set up an organisation
targeting law-abiding people— amodern-day variation of extortion. However,
withan unethica organisation, thereisno guaranteethat payment wouldl et you of f
thelist. Such an organisation would bewilling to target anyone, not just wrong-
doers®! Theadvantage of thelegitimate organisationisthat it would target only
evil-doers. Themonetary incentivefor terminating evil-doerswould therefore be
higher thanfor targeting an ordinary individua inwhosedeath hardly anyonewould
haveany interest, The criminal organisation thereforemay not continuelongin
business. Theethica organisationwould survive.

TheViability of Digital Assassination

From cryptography to the eimination of intrusve government the police, the
military and war itself, istruly agiant leap. But doesthis system stand up under
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examination? Itistruethat PKC, digital pseudonymsand blind signatureswould
enableidentitiesto bekept secret. However, it presupposesthat, giventhepublic
key, determining the private key would bedifficult. PK C dependsto alarge extent
onthehugeamount of timethat it takesto factorise very large numbers. However,
computers continueto become smaller and faster. It isalso not impossible that
mathematical algorithmsenabling faster factorisation of huge numberscould be
developed. Thesecould sgnificantly reducethetimefactor. However, itisequaly
likely that PKC would then use much larger numbers and also that different
encryption methodsusing asymmetric keys could be devel oped.

Thekind of scheme Bell proposesislikely to threaten established forms of
government. Itisunlikely that an establishment, aware of thethreat such asystem
would posetoitsalf, would alow itscrestion. Such an organi sationwould need to
bevisible, accessibleand with public support.

Thetechnology proposed to beusedisonly likely to befound in advanced
countrieswhich presumably havean active citizenry concerned about governance
and civil liberty. The system a so assumeswidespread avarenessamong the public
of advancesin cryptography and e ectronic banking. But peoplein most countries
arewary of the claimsadvanced for new technology. Further, new technology is
generdly controlled by capital which dready ownsthetechnology currently inuse.
New technology will therefore, generally be suppressed until society hasbeen
sufficiently prepared for itsintroduction — the aim being to maximise profits.
Thus, for example, we may bereasonably certain that the replacementsfor fossil
fuels, asand whenthey arrive, will be controlled by thelikesof Roya Dutch Shell
and Exxon, which controlled fossi| fuelsinthefirst place.

Thefact that thissystem requirestheavail ability of advanced technology rules
out itsadoption in the devel oping world which would possibly benefit the most
from theimplementation of suchasystem. Itisunlikely that it could work withthe
kind of primitiveinfrastructurethat isavailableinmost of thedevelopingworld. In
fact, itishighly likely that it would be an attractive proposition for adoption by
crimina organisationsinthedeveloping world, giventhelack of activistinterestin
issuesof governance and the difficulty of mobilising public opinion. It therefore
seemsthat Bell’sschemewill remain aninteresting study in the use of technology
for the abalition of intrusive government and be added to the many schemesfor
world government that have cropped up inthe past.

Bell does not specify who will run this organisation. It will need capital,
equipment and, most important of al, personnel. How will it befunded? It will
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obviously need to keep a percentage of the donations peoplesendit for itsown
operating expenses. Thekey totheorganisationisits personnd and thelr integrity,
sinceit isthey who would maintain thewebsite and post therewards.

TheTerrorism FuturesM arket

Inlate July 2003, news brokethat the Pentagon was researching ascheme
called the FuturesMarket Applied to Prediction (FutureMAP). *# Theideahad
been broached by Admird John Poindexter, National Security Adviser to President
Ronald Reagan and aprominent casualty inthe Iran-Contraaffair. Thebudget for
the program was apparently US$ 8 million. The program was part of the Total
I nformation Awareness Program and was coordinated by the Defense Advanced
Research ProjectsAgency (DARPA).

Admirad Poindexter, who hasaPhD innuclear physics, hashad acontroversia
career.® Hehasapparently specidisedin offering unorthodox solutionsto difficult
problems. Inthelran-Contraaffair, heand Col. Oliver North sold weaponsto
Iran, then under US sanctionsfor holding American hostages. With the proceeds,
hefinanced the Contrainsurgentsto overthrow the Sandinistaregimein Nicaragua.

Poindexter’slatest ideaisto allow investorsto bet on their predictions of
likely terrorigt actionsto hel plaw and intelligence agencies anticipate better where
the next outrage could take place. Thissystem issupposedly modelled on the
Delphi method of forecasting, pioneered by the RAND Corporation. The
assumptionisthat, investorsacting en masse, could pool their bitsof information
together to create a far better picture of reality than they could individually. A
better picture of the future of the stock market or the national economy should
thusemerge.

ThelowaElectronicsM arkets

Thisprincipleisaready being usedin thelowaElectronicsMarketsto predict
the outcome of presidential e ections. The lowaElectronicsMarketsare small-
scalerea money marketsrun by the University of lowaBusiness School. The
most well-known of theseisthe Presidentia FuturesMarkets, which amsto predict
winning candidatesin the Presidential elections. Essentially, tradersareasked to
answer which candidate they think people would vote for on election day. A
cocktail of optionsisoffered. Thesystem usesclassica statistics, arepresentative
sample of votersand assumestruthful responsesto arriveat a prediction of the
result.** Thisisdoneon adaily basis. Trading isfrozen on the night beforethe
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€lection and the results compared with the actua results.

Each market islinked to aspecific futureevent. Tradersare offered abundle
of contracts, each contract relating to aparticular subset of themain event, for
example, thelikelihood of a particular Democratic candidatewinning againgt any
Republican candidate, or aparticular candidate being nominated by aparticular
party. Each bundle consists of one of each contract availableinthemarket. The
bundlesare bought and sold by the system at apricewhichisthe aggregate pay-
off for that outcome asdetermined by the market. The system merely introduces
contractsinto the market. Traders can exchangethese at pricesthat they decide.
Tradersonly know the best bid and ask for pricesand thelast trade price. They
do not know the quantitiesavailable at these prices.

JoyceBergand her fdlow researchersat the University of lowahavediscovered
that thesystemisfairly accurate asregards US Presdentia eections. Accuracy is
enhanced when the event ishigh profile and arouses general interest by market
volume. They have also discovered that marketswith fewer contracts, i.e., fewer
variables(candidates) are more accurate.

FutureM AP

With FutureM AP, Poindexter attempted to extrapol atethe lowa Presidential
markets system to the prediction of terroristic events. Each of these outcomes
would becomeacontract. It wasassumed that theinformation availableto various
playersinthe market could be used to determinethelikelihood of an event and
might even yield information on terrorist attacks. The probability would be
proportional tothe price. Since peoplewould be betting with cash, it wasassumed
that they would bemoretruthful.

The assumptionsunderlying FutureM AP werethat human beingsarerationa
economic playersand that marketsaccurately predict thefuture. Themodel also
assumed that information distribution processes are highly efficient, readily
leveraged by playersand that markets are free from manipulation.® All these
assumptions may be questioned.

Moreover, unlike Presidential polls, which are schedul ed to occur onaknown
date, the schedulefor terror attacksisknown only to theterrorists. Evenif we
assumethat thetarget isknown and that theterror event iscertain to occur, the
day would still be uncertain. The peak pricewould be no indication, sincewe
would not know that it isthe peak. Further, to assumethat theinformationisso
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widespread that it hasfiltered into the market, iscontrary to what we know of the
way terroristsoperate. If they alowed thisto happen, they would be giving away
information which couldjeopardisetheir plans.

A more probable scenario would be one where terrorists pretend to be
interested in aparticular target. Thiswould enablethem to divert attention from
the actual target and al so enable them to manipul ate the odds and the market.
Research however indicates that attempts to skew the market only have a
momentary impact.

The scheme could al so be used by government to enabl e playersto predict
thedeath of enemy leaderslike Saddam Husein. In such acase, theresemblance
to Jim Bell’s schemewould become very marked. In thiscase, playerswould
attempt to bet on whether Saddam, Fidel Castro or Osamabin Laden would be
aliveonacertain date. Inthiscase, the government’srolewould not be passive.
It must be presumed that thiswould belinked to active attempts by intelligence
agenciesto hastenthe demise of theseindividuals. Thefactsin thiscasewould be
known to the government and i ndividual swoul d be betting on death dates. This
would raisethe sameethica argumentsasBell’sscheme.

The exposure of Poindexter’s schemeresulted inahuge outcry in Congress.
The scheme was dropped like a hot potato, essentially on moral grounds.®
However, someanaystsfed that it could have been useful asatrend indicator and
should have been continued, though perhaps not inthe context of terrorism. Ina
study published by the AEI-Brookings Joint Center for Regulatory Studies,
Professor Abramowicz concludesthat information markets could help refine
administrative agency predictionsabout government policy if the possibility of
manipulation can beovercome. It, therefore, seemslikely that FutureM AP may
eventudly resurfaceinan entirely different context asapolicy analysistool.

Conclusion

Jm Bell has suggested a schemeto punish corrupt officialswhich hecalls
DigitaLiberty. Thispresumesthe existence of an organisation, whichwould alow
those who correctly predict the death of such officials to be rewarded with
untraceabl e cash, while keeping their identities secret. Discussion of hisscheme
and theeventud abolition of government, which hehopesit will bring about, require
somerudimentary understanding of cryptography. Sdlient encryption systemshave
therefore been examined to understand better theissuesat the heart of cryptol ogy.
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Bell’sideahingesonthe use of PK Cto preservetheanonymity of individuas
who participatein the scheme. It also requiresthe availability of digital cash and
digital pseudonymsonthelinessuggested by David Chaum.

Asymmetric cipher systemstogether with the Internet form the cornerstone of
Jm Bell’sschemeof DigitaLiberty. Itistruly revolutionary. It isamoot point
whether itwill beimplemented. Thedangersit posesto existing sysemsof command
and control will probably ensurethat it will never be. Bell arguesthat thesystemis
not criminal. However, sinceimplementationislikely to threaten elites, it seems
very likely that lawswill be updated to makesuch activity illegal.

Theheavy dependence on advanced technol ogy ensuresthat the systemisnot
likely to be used in the devel oping world. While we cannot deny the devilish
ingenuity of Bell’'sscheme, it seemsmost likely that it will merely beaninteresting
appendix inabook onthe eimination of governments.

The Futures Market Applied to Prediction (FutureMAP) propounded by
Admira John Poindexter ssemsto havebeeningpired by ImBell’s* Assassnation
Politics' . Thedistinctionisthat it would be operated in theinterest of national
security. It would dlow puntersto bet on theoccurrenceof certainterrorist events
likethelikelihood of aterrorist attack, the assassination of aleader or the death of
awanted terrorist to obtain actionableintelligenceon likely events.

Unlike Presidential elections, the time-table for terror events cannot be
predicted. Terrorists are unlikely to be influenced by market decisions. That
FutureM APwasunder seriousconsideration only highlightsthefact that noideais
too outrageousto be considered.
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